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KASPCR{KY

O KOMIMAHUH

«JlabopaTtopusa KacnepcKoro» — cambi nonynsipHbii B Poccun n KpynHenwun B EBpone
NPoO13BOAUTENIb CUCTEM 3aLLUTbl OT BPEAOHOCHbIX NPOrpamMmm, cnamMma U XxakepcKux aTak.
KomnaHus BXOAUT B MATEPKY BeAYLLUX MUPOBbIX MPOM3BOAUTENEN pPeLLEeHN AN o6ecneyeHuns
MHdOPMaLIMOHHOM 6Ge30MacHOCT!.

«JlTabopaTtopusa Kacnepckoro» — aTo MexxayHapoaHas rpyrnna KOMnaHui ¢ UeHTpasibHbIM
oducom B MOCKBE U NATbIO pErMoHasibHbIMU AUBU3NOHAMU, Yepe3 KOTOPbIe OCYLLEeCTBNSeTCA
ynpasfieHue AeaTeNIbHOCTbIO IOKaNbHbIX NPeACTaBUTENLCTB U MNAapTHEPOB KOMMNaHUU

B COOTBETCTBYIOLLUX pernoHax: B 3anagHon EBpone, BocTtouHou EBpone, Ha banxxHem
BocToke u B Appuke, B CeBepHou 1 HOxxHOM AMepuKe, ANOHUU U Apyrux cTpaHax A3MaTcko-
TuXxooKeaHCKOro peruoHa.

«Jlabopatopusa KacnepcKoro» npegnaraet LUMPOKUN CNEKTP peLleHuni ana obecneyeHums
HaAeXHOW 3aLUUTbl OT BPEAOHOCHbIX NPOorpaMmm, cnama U XakepCcKux atak, B KOTOPOM Y4TeHbl
NoTPeGHOCTU BCEX KaTeropui KnueHToB. KomnaHusa co3gaeT NPoAYKTbl KaK ANl AOMALLHUX
nonb3oBaTesien, Tak U AN KpynHbixX Kopnopauuin. KauectBo npoayKkToB «JlTaGopaTopuu
Kacnepckoro» noareep:aeHo ceptuduKkaramm BeayLmnx NoCTaBLLMKOB annapaTtHoro

¥ nporpammHoro o6ecnevyenus: Microsoft Corporation, IBM Corporation, Intel Corporation,
Cisco Systems, Inc., Red Hat, Inc., Citrix Systems, Inc., Novell, Inc. v gp.

«JTabopaTtopusa Kacnepckoro» Takxe npeanaraet CBOUM KJIMEHTAM LUMPOKUIN CNEKTP
OOMONHUTENbHbIX ycnyr. Hawm aHTUBUpPYCHble 6a3bl 0GHOBNAIOTCS €XXevacHo, a 6a3a
aHTucnama — ot 12 go 24 pa3s B CyTKU. KnneHTbl KOMNaHuu o6ecnevyeHbl KpyrnocyToO4HOM
TEXHUYECKOM NOAAEPIKKON Ha pa3HbIX A3blKax (Mo TenedoHy U 3INEeKTPOHHOM nouyTe).

Mbl NnpoeKTUpyeMm, BHeAPSEM U CONPOBOXAAaeM KOpnopaTUBHbIE aHTUBUPYCHbIE KOMMJIEKCbI
M cucTteMbl UHOOPMALMOHHON 6E30MAaCHOCTU, COOTBETCTBYIOLWUE
no6bIM cneumdPruyecKum 6U3HeC-TpeboBaHUSAM.

KAJPERYKYS




«JlTabopaTtopua Kacnepckoro» npegnaraet KOMNaHUam
NOJIHYIO IMHENKY NPOAYKTOB A1 KOMMNJEKCHOM 3aLlUThbl
BCEX Y3/10B KOPNOpPaTUBHOM CETU: peLueHUus ans
aHTUBUPYCHOMW NPOBEPKU NOYTOBOro u Beb6-tpaduka,
dannoBbiX XpaHUnuLy, padbouymnx ctTaHumm (BKno4as
MoounbHble MNK), a TakXe cMmapTdOoHOB. UHCTPYMEHTDI
LEeHTPaNM30BaHHOro ynpas/ieHuUs, pa3paboTaHHble
KOMMNaHuen, N03BONAIOT yNpaBAsTb aHTUBUPYCHOM
3allMUTON B ceTaX NI06Ooro pasmepa U KOHOUrypaumu.
PeweHus «JlabopaTtopun Kacnepckoro» otBeyator
3anpocam U HebGOoNbLINX KOMMNAHUN, U KPYMHbIX
KOpnopaTUBHbIX 3aKa34UKOB.

CPABHUTE NPOAYKTHI

MpoayKTbl cepumn Kaspersky Open Space Security no3BonstoT o6ecrneynTb KOMMIEKCHY0 3alMTy pas3fnyHbIX y3/10B
KOprnopaTMBHOM ceTU. B 3aBUCMMOCTH OT TOF0, KAKME UMEHHO Y3J1bl HY}AAl0TCH B 3aLUWTE, KIIMEHT MOXET Bbib6paTb
OAVH 13 YeTblipex NpoayKkToB cepun Open Space: Kaspersky Work Space Security, Kaspersky Business Space Security,
Kaspersky Enterprise Space Security unu Kaspersky Total Space Security.

[JononuutensHo «Jla6opatopus Kacnepckoro» npeanaraet NPOAYKThI A1 3alUyUTbl OHOT0 TWUMa Y3108 KOPNOPaTUBHOW
CETU — HamnpUMep, TOJIbKO NMOYTOBbIX UK GaiNoBbIX CEPBEPOB. ATU NPOAYKThI MAEaNbHO MOAXOAAT KIIMEHTAM, KOTOPbIM
Mo TEM MJIM UHBIM NPUYUHAM HEOBXOAMMO 06ECMEYNTD 3aLLUUTY JIULIb OTAE/bHbIX CETEBLIX Y3/10B.

KOMMOHEHTbI, BXOAALLME B COCTaB KaXKAoro NpoayKTa, NoAAEpKMBAOT BCe NonynsipHblie nnatdopmbl — Microsoft® Windows®,
Linux®, Mac, Novell NetWare v ap. Bce npeanaraemble peLieHns BKIOYaOT MHCTPYMEHTbI LIEHTPaNM30BaHHOIO yrpaBieHus!
W OT/IMYAIOTCSA NPOCTOTOM BHELPEHUS 1 KCyaTaLuu.

MpoayKT / Tvn 3awui,aemoro yana cetu CmapTtdoHbl  Pabouune cTaHumu /  daiinoble  loytoBble  UHTEpHET- Cuctembl
HoyT6ykun cepBepbl cepBepbl WA3bI XpaHeHUs AaHHbIX

Kaspersky Work Space Security [KOSS 1] o o

Kaspersky Business Space Security [KOSS 2] ° ° o

Kaspersky Enterprise Space Security [KOSS 3] ° ° ° o

Kaspersky Total Space Security [KOSS 4] o o o o o

Kaspersky Endpoint Security for Smartphone °

AnTnBupyc Kacnepckoro ana Gannosbix cepsepos °

Kaspersky Security A5 n04TOBbIX CEPBEPOB °

Kaspersky Security Ansi MHTEpHET-W0308 o

AHTMBMPYC KacnepcKoro Ans cUCTEM XpaHeHUs AaHHbIX °

Kpome Toro, oTAenbHO MOXXHO NPUOBPECTU YHUKabHbIM NPOoAYKT AHTUBUpPYC Kacnepckoro Second Opinion Solution
(S.0.S.), KoTOpbIV NO3BONAET NPOBOAUTL AOMONHUTENLHYIO NPOBEPKY Paboynx CTaHLUIM B KOPNOPATUBHOM CETU, Aaxe
€CJIM Ha HUX YXKe YCTaHOBJIEHO aHTUBMpYycHoe MO apyroro npon3BoauTens.

Takxe «Jlabopatopus KacnepcKkoro» npeacrtaBnset Kaspersky Hosted Security Services — cepBuChl 414 3aWuUThI
3NEKTPOHHOMN NOYTbl U MHTEPHET-TPpadUnKa. ObecnevynTb HPOPMaLMOHHYIO 6€30NacHOCTb KOPNOPaTUBHOM CETH ellle
HMKOraa He 6b1710 TaK NpocTo!
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Pa6ouue ctaHumumn

Pa6oune cTaHumm
Windows®, Linux, Mac 0S X

HoyT6yku
Windows®, Linux,
Mac 0S X

Cxema 3aLmTbl OCHOBHbIX Y3J/10B KOPNOPaTUBHOM
ceTu npoayKtamu «Jlabopartopuu KacnepcKkoro»

CepBepbl

[o4ToBbIE CEPBEPDLI
Microsoft® Exchange Server,
IBM® Lotus® Domino®, Linux

—
—
—
—

CepBep afAMUHUCTPUPOBaHUS

daitnosble cepsepbl
Windows®, Novell NetWare,
Linux, FreeBSD

CeTeBble 3KpaHbl U UHTEpPHET-LI03bI

CeTeBble 3KpaHb!

1 MHTEPHET-LNI03bl
Microsoft® ISA Server,
Microsoft® Forefront® TMG SE,
Blue Coat SG, Squid Proxy Server,
Cisco® Content Engine

UHTepHeT

Pa6ouwe craHumm/HoyTbyku
Windows®, Linux, Mac 0OS X

g

N

Mo6unbHble ycTporcTBa
Windows® Mobile,
Symbian, BlackBerry®

OCO0GEHHOCTHU NIMHEUKU NPOAYKTOB «JlabopaTopuu Kacnepckoro»

MepeaoBbie TEXHOJOrUU 3aWMUTbI. YHUKabHbIA KOMMNIEKC NMPOaKTUBHbLIX TEXHOOTMI 06ecrneymBaeT 3aluTy
OT HEM3BECTHbIX BPEJOHOCHbLIX MPOrpaMM U LieNeBbix atak. HoBoe aHTUBUPYCHOE AP0 NO3BONAET PErynspHo 06HOBAATb
€ro oT/ieNibHble 3N1eMeHThl 63 NepeycTaHOBKMU NPUNOKEHUS.

MpocTtoTa ynpaBaeHusa. MiHTerpupoBaHHoe cpeacTBo ynpasnenusa Kaspersky Administration Kit nossonsiet yaaneHHo
OCYLLECTBNIATb LIEHTPaNM30BaHHOE pa3BepThiBaHUE W ypaBieHMe CUCTEMOWM 3aLMThl KaK B KPYMHbIX KOPNOPaTUBHbIX
CETSX C MOAAEPKKON yaaneHHbIX 0OUCOB U MOGU/bHbIX MONb30BaTENEN, TAaK U B HEGOJbLIMX KOMNAHWAX, AN KOTOPbIX
npeaycMOTPEH YNPOLLEHHbIR peXnM pasBepTbiBaHWUs U aIMUHUCTPUPOBAHUS CUCTEMBI.

MacwTta6upyemocTb. PelieHns Kaspersky Open Space Security 1erko agantupytoTcs K pacTyLmMM NOTPe6GHOCTIM
JNHAMWYHO Pa3BMBaAlOLLMXCH KOMMNAHWUI, aBTOMATUMYECKMU OCYLLLIECTBAAA MOUCK HOBbIX HE3allMLIEHHbIX KOMMbLIOTEPOB B CETH,
YCTAHOBKY Ha HUX aHTUBUPYCHOro MO 1 KOHTPONb 3a CO60AEHNEM NULLEH3UOHHON NOAUTUKM «JTaBopaTopumn KacnepcKoron.

YcnoBHble U300paXKeHus 3almuiaemMbliX y3/10B KOpNopaTUBHOMU CeTH

Ny =

Mo6unbHble dannosble MoyToBbIE NHTepHeT- Cucrembl
cepBepbl W03kl XpaHeHUs AaHHbIX

Pa6oune HoyT6yKku AAMUHUCTPUPOBaAHUE

cTaHuuu ycTpoiicTBa cepBepbl
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SALLMTA

PABOYUX CTAHLIUM /
HOYTBYKOB /
CMAPT®OHOB

KoHTponupys
BXOAALLME

M UcxoasLLMe NOTOKKU
AaHHbIX, Kaspersky
Work Space Security
rapaHTupyet
6e3onacHoCTb

KomnbloTepa, rae
Obl COTPYAHUK HU
Haxoauncs - B opuce,
Y KIMeHTa unu

B KOMaHAUPOBKe.

*@yHKLlMOHaHbeIe BO3MOXHOCTU NPOAYKTa

3aBMCAT OT HaGoPa UCMONb3YEMbIX
KOMMOHEHTOB. MoApo6HOe onucaHue
KaMa0ro KOMMOHEHTa CM. Ha caiiTe
www.kaspersky.ru

Kaspersky
Work Space Security

Kaspersky Work Space Security — aTo peweHue gns ueHTpaan3oBaHHOM
3aluTbl paboymnx CTaHUMUIK, HOYTOYKOB U cMapT¢dOHOB B KOpNopaTUBHOM
CEeTU 1 3a ee npejenamMu OT BCEX BUAOB COBPEMEHHbIX KOMMNbIOTEPHbIX

yrpo3: BpeAOHOCHbIX U LUMUOHCKUX NMPOorpaMmm, XakepCcKux aTak 1 cnama.

OYHKUUN*

aHTUBMPYCHas 3almuTa OCHOBHbIX Y3/10B CETU:
pab0oynx CTaHLMI, HOYTOYKOB 1 CMapTGOHOB
NoA/IePHKa BCEX OCHOBHbIX ONEPALMOHHbIX
cUCTEM AN paboymnx CTaHLM:

Microsoft® Windows®, Linux 1 Mac
ONTUMasbHOE UCNOJIb30BaHNE PECYPCOB
KomnbtoTepa 6iarofaps HOBOMY
aHTUBUPYCHOMY A4pY

paclwupeHHas NpoakTMBHaA 3aluuTa pabounx
CTaHLM OT HOBbIX BPEJOHOCHBIX MPOrpamm

AAMWHUCTPUPOBAHUE

LLeHTpasM30BaHHan yCTaHOBKa, ynpaB/ieHue

1 06HOBNEHME

eAnHas KOHCO/b a4MUHUCTPUPOBAHMA
aKTyanbHas LeHTpan3oBaHHas MHGopmaums

0 CTaTyce aHTMBMPYCHOM 3aLnThl ceTh (dashboards)
KOHTPONIb UCNOJb30BAHUSA COTPYAHUKAMMU
BHELIHWX YCTPOMCTB

NPOBEPKa 3/IEKTPOHHOM NOYTHI U UHTEPHET-
TpaduKa B pexuMe peasbHOro BpeMeHu
NepCOHaJIbHbIA CETEBOW 3KpaH: 3aluTa npu
paboTe B ceTax nto60oro Tuna, Bratoyasa Wi-Fi
JIOKa/IbHas 3alunTa 0T HEXKenaTe/bHbIX MMCEM
u dUWKUHra

npejoTBpaLleHne Kpamu JaHHbIX

npu notepe cmapthoHa

crneyunanbHas nonnTUKa 6e30MacHOCTH
1N MOOMAbHBIX NONb30BaTENEN
noAAepIKKa TEXHONOT I KOHTPONS A0CTyNa
K cetu (Cisco® NAC 1 Microsoft® NAP)
pasBuTas cuctema 0T4ETOB

0 COCTOSIHUM 3aLUThI

o =

NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MpunoxeHus

AHTMBMpPYC Kacnepckoro ans Windows® Workstations
Kaspersky Endpoint Security ans Linux
Kaspersky Endpoint Security ans Mac

Kaspersky Endpoint Security for Smartphone

Kaspersky Administration Kit

**MoNHble cMCTEMHble Tpe6oBaHNA
CM. Ha caiite www.kaspersky.ru

MoanepruBaemble
nnatdopmbl / OC™

Microsoft® Windows®

(BKknovaa Microsoft® Windows® 7),

Linux, Mac

Windows® Mobile,
Symbian, BlackBerry®

Microsoft® Windows®
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SALLKTA

PABOYUX CTAHLUH /
HOYTBYKOB /
CMAPT®OHOB /
®ANOBbIX CEPBEPOB

Kaspersky Business
Space Security
3awmwaet paboune
CTaHUUMU, HOYTOYKM,
cmapTdOoHbl U dpainnoBbie
cepBepbl 0T BCEX BUA0B
BMPYCOB, TPOSHCKUX
nporpaMm u YyepBeen,
npepoTspawaer
BMPYCHbIE 3NMLEMUMN,

a TaKkxe obecneynBaet
COXPaHHOCTb
MHdopmauuu

M MFHOBEHHbIV A0CTYN
nonb3oBatenen

K ceTeBbIM pecypcam.
MpoaykT paspaboTaH

C YYETOM NOBbIWEHHbIX
Tpe6oBaHUi K cepBepam,
pa6oTarLwwmnm B yCNOBUAX
3HAYUTENIbHbIX Harpy3oK.

*®YHKUMOHANbHbIE BO3MOXHOCTU NPOAYKTa
3aBMCAT OT HaGoPa UCMONb3YEMbIX
KOMMOHEHTOB. MoApo6HOe onucaHue
KaMa0ro KOMMOHEHTa CM. Ha caiiTe
www.kaspersky.ru

Kaspersky

Business Space Security

Kaspersky Business Space Security — 310 pelwieHue ans 3awmtbl paboymx
CTaHUMK1, HOYTOYKOB, CMapT¢dOHOB, a TaKXe ¢painnoBbiX cepBepoB

B COCTaBe KOprnopaTUBHOM CETU OT COBPEMEHHbBIX KOMMbIOTEPHbIX YrPo3.
MpoayKT o6ecneynBaeT 6€30MacHOCTb MHGOPMALMOHHBIX pecypcoB

KOMMaHUM B Nt060M MOMEHT BPEMEHMW.

OYHKLUNU*

® aHTUBMPYCHAA 3alLMTa KIYEBbIX Y3/10B CETH:
paboynx cTaHUuM, HOyTOYKOB, CMapTGOHOB

1 GannoBbIX CepBEPOB

noAAepIKKa BCeX 0CHOBHbIX ONepPaLMOHHbIX
cucTeM Ans paboymux cTaHuuii: Microsoft®
Windows®, Linux u Mac

ONTUMaNbHOE UCNOb30BaHNE PECYPCOB
KomnbloTepa 6iarogaps HOBOMY
aHTUBUPYCHOMY SAPY

macwrtabupyemocTb

pacwupeHHas NpoakTMBHaA 3aluuTa pabounx
CTaHUM 1 GainoBbiX CEPBEPOB OT HOBbIX
BPEAOHOCHbIX MPOrpamm

NpOBepKa 3NeKTPOHHOMN NOYTbl U UHTEPHET-
TpaduKa B pexunMe peanbHOro BpeMeHu
NepPCcOoHabHbIA CETEBOW 3KpaH: 3aluTa npu
pa6oTe B ceTsix Nto6oro tmna, Bkatoyaa Wi-Fi

AAMWHUCTPUPOBAHUE

* LieHTpanM30BaHHas yCcTaHOBKaA, ynpaBneHue
1 06HOBNEHUNE

eAnHas KOHCONb aAMUHUCTPUPOBAHUA
aKTyasbHas LeHTpaan30BaHHas MHdopmaLma

0 cTaTyCce aHTUBMPYCHOM 3almTbl ceTvt (dashboards)

KOHTPONb UCMOJIb30BAHUSA COTPYAHUKAMMU
BHELLIHWX YCTPOMCTB

NIOKasibHas 3aluTa OT HeXenaTebHbIX TMCEM
n GUKHra

npejoTBPaLLeHNEe KpaKu JaHHbIX

npu notepe cmapthoHa

3almTa haiinoBbIx CepPBEPOB N0/ YNPaBIEHUEM
Windows® (B T.4. Windows Server® 2008 R2),
Linux n Novell NetWare

NOSHOLEHHAs 3allMTa TEPMUHANbHBIX CEPBEPOB
1 KNacTepoB CepPBepOB

pacnpefeneHue Harpy3Kku Mexay
npoueccopamu cepsepa

ceptudukat VMware Ready

(anst cepBEPHbIX NPUNOKEHUH)

NoAAEPIKKa CUCTEM MepapXMYECKOro yNpaBieHus
3anoMuHalowmmm yctporctsamu (HSM)

cnelunanbHas noauTUKa 6830NacHOCTH
2N MOBUbHBIX N0Nb30BaTENE
NOAAEPHKA TEXHONOTUIA KOHTPONS AOCTyna
K ceTu (Cisco® NAC u Microsoft® NAP)
pasBuTas CUCTEMA OTYETOB

0 COCTOSIHUM 3T

i =
NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MpunoxeHus

AHTMBMpPYC Kacnepckoro ans Windows® Workstations
Kaspersky Endpoint Security ang Linux
Kaspersky Endpoint Security gns Mac

Kaspersky Endpoint Security for Smartphone

AntuBupyc Kacnepckoro ans Windows® Servers Enterprise Edition
AHTMBMpYyc Kacnepckoro ans Linux File Server

AHTMBMpPYC Kacnepckoro ans Windows® Servers

AnTtnBMpyc Kacnepckoro ang Novell NetWare

Kaspersky Administration Kit

**MoNHble cMCTEMHble Tpe6oBaHNA
CM. Ha caiite www.kaspersky.ru

MNMopnepnBaemble
nnatdopmbl / OC**

Microsoft® Windows®

(BKtoyasn Microsoft® Windows® 7),

Linux, Mac

Windows® Mobile,
Symbian, BlackBerry®

Windows® Servers

(BKntoyas Windows Server® 2008 R2),
Novell NetWare, Linux, FreeBSD

Microsoft® Windows®
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SALLKTA

PABOYUX CTAHLUH /
HOYTBYKOB /
CMAPT®OHOB /
GANNOBBIX

N OYTOBbIX CEPBEPOB

Pewenne 3awuwaet
paboyue CTaHLuM,
HOYTOYKU, CMapTQOHbI,
davinosbie cepsepbl,
noYTOBbIE CEpBEPDI

M cepBepbl COBMECTHOM
paboThbl OT BCEX

BMA0B COBPEMEHHbIX
KOMNbIOTEPHBIX YIpo3,
yaansiet BpeAOHOCHbIE
nporpaMmbl U3

NOTOKA 31EKTPOHHOM
noyTbl, 06ecneymBaet
COXPaHHOCTb
nHdopmauun

M MFHOBEHHbIM
6e3onacHbii ocTyn
noib3oBaTenen

K CeTeBbIM pecypcam.

*®YHKUMOHANbHbIE BO3MOXHOCTU NPOAYKTa
3aBMCAT OT HaGoPa UCMONb3YEMbIX
KOMMOHEHTOB. MoApo6HOe onucaHue
KaMa0ro KOMMOHEHTa CM. Ha caiiTe
www.kaspersky.ru

Kaspersky

Enterprise Space Security

Kaspersky Enterprise Space Security — 3T0 9KOHOMHY€ECKHU

3adPeKTUBHOE pelleHre AN1K 3alUTbl KOPNOPaATUBHbBIX PAaG0YMX CTaHLUN,

HOYTOYKOB U cMapTPOHOB, a TaKKe dannoBbIX U MOYTOBbLIX CEPBEPOB.
MpoayKT o6ecne4ynBaeT cBOGOAHbIM 0OMEH MHPOPMaLME BHYTPHU
KOMNaHU1 U 6€30MacHOCTb KOMMYHUKaLUIM C BHELLHUM MUPOM.

OYHKLNN*

AHTUBMPYCHAA 3alluTa KPUTUYECKM BaXKHBIX Y3108
ceTu: paboymnx CTaHLmii, HOYT6YKOB, CMapTHOHOB,
(halinoBbIX M NOYTOBbIX CEPBEPOB

NnoAJEPKKa BCEX OCHOBHbIX ONEePaLMOHHbIX CUCTEM
N paboymx ctaHuuii: Microsoft® Windows®, Linux u Mac
ONTMMaNbHOE UCMOb30BaHWE PECYPCOB KOMMbIOTEPA
6narogaps HOBOMY aHTUBMPYCHOMY 4Py
macwtabupyemocTb

paclwmpeHHas NpoaKkTMBHaA 3aluTa pabounx
CTaHUWI 1 GannoBbiX CepBepoB OT HOBbIX
BPEAOHOCHbIX NPOrpaMm

NPOBEPKA 3NEKTPOHHOI NOYTHI U UHTEPHET-TPAUKA
B PEXMME peasibHOro BpeMeHu

nepcoHasbHbI CEeTEBOV 3KpaH: 3aluTa npu paboTte
B ceTax Ato6oro Tuna, BkNoyvas Wi-Fi

JIOKasbHasl 3allMTa OT HEXENATENbHbIX

nMcem v GuWwKHra

npeaoTBpaLLEHMe KPaKK aHHbIX NPY NoTepe cMapThoHa

AAMUHUCTPUPOBAHUE

LleHTpanM30BaHHas ycTaHOBKa, ynpaBneHue

1 06HOBNEHME

€[lMHast KOHCOMb afMUHUCTPUPOBAHUSA
aKTya/bHas LeHTpanu3oBaHHas MHopmaums

0 CTaTyCe aHTMBMPYCHOM 3awuThl ceTv (dashboards)
pasBuTas CUCTEMA OTHETOB O COCTOSIHUM 3aLUThI

3alwuTa GainoBbix CEPBEPOB NOA yNpaBAeHUEM
Windows® (B 1.4. Windows Server® 2008 R2),
Linux n Novell NetWare

NOJSHOLEHHas 3allMTa TEPMUHANbHbIX CEPBEPOB

1 KNacTepoB cepBepoB

pacnpefeneHne Harpy3ku Mexay

npoueccopamu cepeepa

NoAJEPIKa CUCTEM MepapXMYecKoro ynpaBneHns
3anoMuHalwWmumm yctpoiictsamu (HSM)
3ddeKTMBHaA 3awwmTa 0T cnama

3aluTa no4ToBbIX cepBepoB Sendmail, Qmail,
Postfix n Exim

06pab0oTKa Co06LWEHNI, 6a3 AaHHbIX U APYTUX
06bEKTOB Ha cepBepax Lotus® Domino®
npoBepKa BCex coobLeHuit Ha cepBepe Microsoft®
Exchange, B TOM uncie B 06wmMx nankax
ceptudukar VMware Ready

(AN cepBepHbIX NPUNOKEHNI)

KOHTPOb UCNO/Ib30BAHNA COTPYAHUKAMM
BHELHWX YyCTPOMCTB

cneuuanbHas noinTUKa 6€30MacHOCTH

15 MOGUNbHBIX NoNb30BaTene

noAAEepPIKKa TEXHONOTUIA KOHTPONSA JOCTYNa K CeTH
(Cisco® NAC u Microsoft® NAP)

NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MpunoxeHus

AHTMBMpPYC Kacnepckoro ans Windows® Workstations
Kaspersky Endpoint Security ang Linux
Kaspersky Endpoint Security gns Mac

Kaspersky Endpoint Security for Smartphone

AntuBmpyc Kacnepckoro ans Windows® Servers Enterprise Edition
AHTuBMpyc Kacnepckoro ans Linux File Server

AHTMBMpPYC Kacnepckoro ans Windows® Servers

AnTtuBupyc Kacnepckoro ans Novell NetWare

Kaspersky Security ana Microsoft® Exchange Servers
AHTMBMPYC Kacnepckoro ana Lotus® Domino®

Kaspersky Security ans Microsoft® Exchange Server 2003
AHTMBMpYC Kacnepckoro ansg Linux Mail Server
Kaspersky Mail Gateway

Kaspersky Administration Kit

**MoNHble cMCTEMHble Tpe6oBaHNA
CM. Ha caiite www.kaspersky.ru

o =

MNMopgnepuBaemble nnatdopmbl /
OC/ MpunoxeHns™

Microsoft® Windows®
(BKtovasn Microsoft® Windows® 7),

Linux, Mac

Windows® Mobile,
Symbian, BlackBerry®

Windows® Servers
(Bktoyas Windows Server® 2008 R2),

Novell NetWare,
Linux, FreeBSD

Microsoft® Exchange Servers,
IBM® Lotus® Notes®/Domino®,
Linux, Sendmail, Qmail,
Postfix, Exim

Microsoft® Windows®
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MHOrOYPOBHEBAf

SALIUTA

Kaspersky Total Space
Security KoHTponupyet
BCe BXoAsLue

M UCXOASLLME NOTOKK
AAHHbIX — 3IEKTPOHHYI0
MoYTY, MUHTEPHET-
TpaduK 1 Bce CeTeBbie
B3aumogencTaus. Mpoaykr
BHKJ/IH0YAET KOMMOHEHTbI
ANS 3aLLMTbI BCEX
Y3110B KOPNOpPaTMBHOM
ceTu, obecneymBaet
MrHOBEHHbIV 6€30nacHbIN
AOCTYN nonb3oBatenen
K MIHPOPMALMOHHBIM
pecypcam KoMnaHum

U UHTEpPHET-pecypcam,
a TaKKe rapaHTmpyet
6e30MacHoOCTb
KOMMYHUKaLW

M0 3/IEKTPOHHOI NouTe.

*®YHKUMOHANbHbIE BO3MOXHOCTU NPOAYKTa
3aBMCAT OT HaGoPa UCMONb3YEMbIX
KOMMOHEHTOB. MoApo6HOe onucaHue
KaMa0ro KOMMOHEHTa CM. Ha caiiTe
www.kaspersky.ru

Kaspersky
Total Space Security

Kaspersky Total Space Security — 3T0 peLueHue aas KOMMNJIeKCHOM 3aLuThbl
KopnopaTUBHbIX CETEeN N060ro Mmaclutada 1 C/I0}KHOCTU OT BCEX BUAOB
COBpPEMEHHbIX KOMMNbIOTEPHbIX Yrpo3. MpoayKT apPpeKTUBHO 3aluuLaeT Bce
y3/1bl KOPNOPaTUBHOM CETU — OT pabo4mnX CTaHLUN 4,0 UHTEPHET-LL/TIIO30B.

OYHKUUN*

KOMMEKCHas 3aluuTa OT BUPYCOB, WIMOHCKUX NPOrpamm,
XaKepPCKMX aTaK 1 cnama Ha BCex yPOBHAX KOPNopaTUBHON
CeTH: 0T Paboymx CTaHLMIA O MHTEPHET-W0308B
NoAZEePHKKa BCEX OCHOBHbIX ONEPALMOHHBIX CUCTEM

115 paboumx cTaHumii: Microsoft® Windows®, Linux u Mac
ONTUMaNbHOE UCMOb30BAHWE PECYPCOB KOMMbIOTEPA
6naroaaps HOBOMY aHTUBMPYCHOMY A4pY
macLTabupyemocTb

paclmMpeHHas NpoaKTUBHas 3aluTa paboymx CTaHLMi

1 GannoBbIx CEPBEPOB OT HOBbIX BPEAOHOCHbBIX NPOrpamm
NPOBEPKA 3NEKTPOHHOI NOYTHI M UHTEPHET-TpadMKa

B PEXMME PeabHOro BpEMEH!

nepcoHaNbHbI CETEBOI dKPaH: 3aluTa Npu padoTe

B CETAX Nt060ro TMna, BKAoYas Wi-Fi

JIOKa/bHas 3alluTa 0T HEKeNaTe/bHbIX MUCEM U GUWKMHTa
NpeAoTBPaLLEHUE KpaxK AaHHbIX NPY NoTepe cMapThoHa
3aluuTa GainoBbix cepeepoB Nog ynpasnexem Windows®
(B 7M. Windows Server® 2008 R2), Linux u Novell NetWare
NONHOLEHHas 3alluTa TEPMUHANbHBIX CEPBEPOB

1 KNacTepoB CepBepoB

AAMWHUCTPUPOBAHHUE

LieHTPaNM30BaHHast YCTAaHOBKa, yNpaB/eH1e 1 06HOBNEHKE
€[1MHast KOHCO/b aAMUHUCTPUPOBAHMS

aKTyasbHas LeHTpann3oBaHHas MHGopmaLus o cTaTyce
aHTUBMPYCHOW 3alwuThl ceTu (dashboards)

KOHTPO/Ib UCMO/Ib30BaHUs COTPYAHUKAMU

BHELHMNX YCTPONCTB

noAJepiKa CUCTEM MepPapXMYECKOro ynpasieHus
3anoMUHalowWMmMK ycTporctammu (HSM)

pacnpefeneH1e Harpy3ku Mexay npoLeccopamu cepeepa
3ddeKTMBHas 3alLmMTa 0T cnama

3alumTa no4ToBbIX cepeepoB Sendmail, Qmail, Postfix u Exim
06paboTKa Co0bLLEeHNI, 6a3 AaHHbIX U APYTHX 06bEKTOB
Ha cepsepax Lotus® Domino®

NPOBEPKa BCEX CO0BLIEHMIH Ha cepaepe Microsoft®
Exchange, B TOM yucne B 061Mx nankax

npoBepKa TpaduKa, NnpoxoasLLero no npotokonam HTTP,
HTTPS, FTP, POP3 1 SMTP, B pexu1Me peanbHoro Bpemeru
3aluTa BCeX pacnpocTpaHeHHbIX Bepcuit Microsoft® ISA
Server (B TOM Yuc/ie B MaccuBe)

3awura cepaepa Microsoft® Forefront® TMG

WIMPOKWME BO3MOXHOCTU HACTPOEK U yNPaBAeHUs
noauTKamu ans cepeepos Microsoft® ISA u Forefront® TMG
nposepka HTTP- n FTP-Tpaduka, noctynatowero

Ha ony6NMKOBaHHbIE CepBepbl

npoBepka VPN-coeanHeHni

ceptudurat VMware Ready (415 cepBepHbIX NPUIOKEHNI)

cneluanbHas NoauTMKa 6e30nacHoCTH

115 MOOUIbHBIX N0b30BaTENEN

noAJepIKKa TeXHONOMMIA KOHTPONIA A0CTYNa K CETH
(Cisco® NAC u Microsoft® NAP)

pasBuTasi CUCTEMA OTYETOB O COCTOSIHWM 3aLLUMTbI

NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MpunoxeHuns

AHTMBMPYC Kacnepckoro ans Windows® Workstations
Kaspersky Endpoint Security ans Linux
Kaspersky Endpoint Security ans Mac

Kaspersky Endpoint Security for Smartphone

AHTMBMPYC Kacnepckoro ans Windows® Servers Enterprise Edition
AHTMBMPYC Kacnepckoro angs Linux File Server

AHTMBMPYC Kacnepckoro ans Windows® Servers

AHTMBMpYC Kacnepckoro ansa Novell NetWare

Kaspersky Security ana Microsoft® Exchange Servers
AHTMBMPYC Kacnepckoro ans Lotus® Domino®

Kaspersky Security ana Microsoft® Exchange Server 2003
AHTMBMPYC Kacnepckoro ang Linux Mail Server

Kaspersky Mail Gateway

Kaspersky Anti-Spam

AHTuBMpYC Kacnepckoro ans Microsoft® ISA Server
n Forefront® TMG Standard Edition

AHTMBMPYC Kacnepckoro ans Microsoft® ISA Server Enterprise Edition

AHTMBMpPYC Kacnepckoro ans Proxy Server
AHTMBMpPYC Kacnepckoro ansa Check Point FireWall-1

Kaspersky Administration Kit

**MoNHble cMCTEMHble Tpe6oBaHNA
CM. Ha caiite www.kaspersky.ru

o =

MNMopnepxnBaemblie nnatopmbl /
OC/ lMpunoxeHus**

Microsoft® Windows®
(BKtoYaa Microsoft® Windows® 7),
Linux, Mac

Windows® Mobile, Symbian, BlackBerry®

Windows® Servers

(Bknoyaa Windows Server® 2008 R2),
Novell NetWare,

Linux, FreeBSD

Microsoft® Exchange Servers, IBM®
Lotus® Notes®/Domino®, Linux,
Sendmail, Qmail, Postfix, Exim

Microsoft® ISA Server, Microsoft®
Forefront® TMG Standard Edition,
Squid Proxy Server,

Blue Coat SG (Security Gateway),
Cisco® Content Engine

Microsoft® Windows®
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earooics Kaspersky Endpoint Security

for Smartphone

Kaspersky Endpoint Security for Smartphone npegorBpalyaet yteuky
KOPMOPAaTUBHbIX AaHHbIX B C/lydae NoTepU Uu Kpaxku cmapThoHa

y COTPYAHMKA KOMMNaHMH, 3alimiaeT OT HeCaHKLIMOHMPOBAHHOIO AocTyna
K AaHHbIM, HeXXenaTebHbIX 3BOHKOB M SMS, a TaKkKe OT BpeAOHOCHbIX
nporpamm Ans Mo6unbHbIX naatdpopm.

MPUTOXKEHNA B COCTABE NMPOAYKTA

NonnepkmBaemble

MHorune KomnaHum cerogHs PYHKLUN nnatdopmbl / OC

3aMHTEPECOBaHbI B TOM,
YTOGbI UX COTPYAHWKM
UMeNu AOCTYN K Pa3iMyHbIM
AaHHbIM U UT-cepBucam

He TONbKO B 0duce, HO U 3a
ero npeaenamu. Hanéonee
3bdEKTUBHBIM peLleHUeM
3TOM 3a[,a4M SBNISIETCS
UCcnonb3oBaHue cMapTdoHa.
3BOHKHM, COOOLLEHNS,
3/IEKTPOHHAdA noyTa, JOCTyn
K KOpnopaTMBHbIM CETEBbIM
pecypcam U MHTEPHETY -

MpunoxkeHus

AHTUBMPYCHaA 3alLMTa B PEXMUME peabHOro
BPEMEHMU, CKaHMPOBaHWe cMapThoHa

no Tpe6oBaHWI U N0 pacnucaHuio GyHKUMA AHTH-Cnam: 6710KMpOBaHKe
aBTOMATUYECKOE 0OHOB/IEHIUE aHTUBUPYCHbIX 6a3 HexenaTeNbHbIX 3B0HKOB U SMS

GyHKUMA AHTU-Bop: yaaneHHoe 610KMpoBaHue ¢ JInyHble KOHTaKTbl: BO3SMOXHOCTb CKPbITh
TenedoHa, 04MCTKA ero NamaTh U oNpeeneHue CBE/\EHMS 0 BbIOPAHHbIX KOHTAKTaX Mu
MeCTOHaxoxaeHus no GPS TeNedOHHbIX HOMepax (3anucu B KHUre
GyHKumMsa SIM-KoHTposib: aBTOMaTUYECKOE KOHTaKTOB, SMS, MHOOPMALMIO O 3BOHKAX)
010KMpoOBaHKe cMapThOHa B Clyyae Kpamu

annapata 1 cMeHbl B HeM SIM-KapTbl, coo6LieHne

HOBOr0 HOMepa 3aKOHHOMY BiaZefbly YCTPOUCTBa

wudpoBaHue $haiaos, NanoKk 1 KapT NnamaTy,

YCTaHOBKaA Napois Ha AOCTYM K HAM Symbian S60 9.1 - 9.4 (TonbKo 414
cMapTdoHoB Nokia)
Windows® Mobile 5.0 - 6.5

BlackBerry® 4.5 - 5.0

Kaspersky Endpoint Security for Smartphone

Kaspersky Administration Kit Microsoft® Windows®

1 BCE 3T0 C NOMOLLbI0
OAHOrO0 YCTPOWMCTBA.

B T0 e Bpems cmapTdoH
MOJET cTaTb A00bIYEN
3/10YMbILLNEHHWUKOB, YTO
MOET NPUBECTH K yTEUKE
KOPNOPATUBHbIX JAHHbIX.
ManeHbKoe ycTporcTBO
nerko notepAtb. K Tomy xe
60bLLUMHCTBO CMAPTPOHOB
He 3aLLMLLEHbI N0 YMONYaHUIO
OT BPeJOHOCHbIX NPOrpaMmm
ANS MOGUABHBIX NnaThopm.

AAMWHUCTPUPOBAHUE

* lIeHTpaNM30BaHHas yCTaHOBKa, ynpaBieHue
1 06HOBNEHME

cuUCTEMA YBEOMAEHUI 0 paboTe NPUNOKEHNS
CHUCTEMA OTYETOB O COCTOSHUM 3aLMTbI

KASPER§KY#2



SALLMTA
®AWNOBbLIX CEPBEPOB

AHTMBMpYyCHas 3awmTa
CETEBbIX XPaHWNLL
06LLero ,ocTyna 04eHb
BaHa, MOCKONbKY OAWH-
€[AMHCTBEHHbII 3apaeHHbIN
¢dann Ha cepBepe MOXeT
CTaTb UCTOYHUKOM
3apaxeHnUsi KOMNbITEPOB
BCeX Nosb3oBaTene,
ob6palLatoLLmMxca K pecypcy.
XopoLuo npoaymaHHas
3awmra ¢ainoBoro
cepBepa He TONbKO
obecneynBaeT 6e30MacHy0
paboTy nonb3oBatenen
C aHHbIMM U COXPAHHOCTb
BaXXHOW MHpOpMaLMH,
HO U N03BONSAET U3GEKaTh
nonagaHus BPeAOHOCHbIX
nporpaMm B pe3epBHble
KOMWUM AaHHbIX, YTO MOXET
CTaTb NPUYMHON NOBTOPHbIX
BMPYCHbIX 3NMEMUi
1 apyrux npoénem.
*(DyHKLlVIOHaﬂbeIe BO3MOXHOCTU NPOAYKTa
3aBUCAT OT Har’)opa UCNOJIb3yeMblX
KOMMOHEHTOB. MoApo6HOe onucaHue

KaMA0ro KOMMOHEHTa CM. Ha caiite
www.kaspersky.ru

AHTUBUpPYC KacnepcKoro
ana ¢annoBbiX cepBepoB

AHTMBUpYC KacnepcKoro ansa dpannoBbiX CEPBEPOB — 3TO peLUeHune,
o6ecneynBatolee HaJeXHylo 3awuTy GpannoBbix CeEpBEPOB NOJ
ynpaBneHuem onepaunoHHbix cuctem Windows, Linux u Novell NetWare
OT BCEX BUA0B BPEAOHOCHbIX NporpamMm.

OCOBEHHOCTH

* KOMMIEKCHas 3aluTa GpaiinoBbix CEpBepoB
B reTepOoreHHbIX CeTsx

OYHKUUN*

* 3alumMta GpannoBbix CEpBEPOB N0j ynpaBaeHUEM
Windows®, Linux®, Novell NetWare u Free BSD

* paclMpeHHas NpoaKTUBHas 3allnTa OT HOBbIX

BPEAOHOCHbIX NPOrpamMm

aHTMBUPYCHas 3aluTa B pEXMMe peanbHoro

BPEMEHM

nposepKa GannoBbIXx XpaHUMLL, N0 PacnMCaHUo

NpOBEPKa KPUTUYECKMX 06nacTeit cUcTeMbI

AAMWUHUCTPUPOBAHUE

° LIeHTpPa/M30BaHHan yCTaHOBKa, ynpaBneHue
1 06HOB/IEHNE

* BbIGOP cnocoba yCTaHOBKM
W ynpaBaeHus NPUNOKEHNEM

ONTMMasbHOE UCNOb30BAHNE CUCTEMHBIX
pecypcos
ceptudurar VMware Ready

macwTabupyemocTb

KapaHTMHHOE XPaHWUAWLLE AN NOA03PUTENbHBIX
00bEKTOB

pe3epBHOE KONUPOBaHWE faHHbIX Nepes,

WX NeYEHUEM / yaaneHnem

rMbKas c1CTeMa HaCTPOEK NPOBEPKU

¥ pearnpoBaH1a Ha NHLMAEHTbI

cuUCTeMa YBeJOMJIEHUI 0 paboTe NPUIOKEHUS
cuUCTeMa OTYETOB O COCTOSHUM 3aLUTI

NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MpunoxeHus

AHTMBMpPYC Kacnepckoro ans Windows® Servers
AHTMBMpYC Kacnepckoro ans Linux File Server
AnTuBMpyc Kacnepckoro ans Novell NetWare

Kaspersky Administration Kit

**MoNHble cMCTEMHble Tpe6oBaHNA
CM. Ha caiite www.kaspersky.ru

Moanep:k1uBaemble
nnatdpopmsl / OC™

Windows®, Linux,
Novell NetWare, FreeBSD

Microsoft® Windows®
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SALLMTA
MO4TOBbIX CEPBEPOB

MpoayKT BKNOYaeT
NPUNOXKEHUS ANS 3aLUUTbI
BCEX NONYNAPHbIX
NOYTOBbIX CEPBEPOB -
Microsoft® Exchange,
Lotus® Domino®,
Sendmail, Qmail,

Postfix n Exim, a Takxe
no3BONSEeT OpraHM30BaTh
BbII€NIEHHbIN

NOYTOBbIN L3,

*®YHKUMOHANbHbIE BO3MOXHOCTU NPOAYKTa
3aBMCAT OT HaGoPa UCMONb3YEMbIX
KOMMOHEHTOB. MoApo6HOe onucaHue
KaMa0ro KOMMOHEHTa CM. Ha caiiTe
www.kaspersky.ru

Kaspersky Security

AJ19 NOYTOBbIX CEepBepoB

Kaspersky Security ans nouyToBbiX CEPBEPOB — 3TO peLleHne ans
3alKUTbl NOYTOBbIX CEPBEPOB U CEPBEPOB COBMECTHOM PaboThl

OT BpeJOHOCHbIX nporpamMmm U cnama.

OCOBEHHOCTH

* NOAAePKKa nocnedHux Bepcuii Microsoft®
Exchange Server n IBM® Lotus® Domino®
¢ 30 deKTUBHAA 3aWuTa OT cnama
* ONTMMasbHOE UCMONb30BaHNE
CMCTEMHBIX PECYPCOB

®OYHKUUN*

* KOMMN/EKCHas 3aluTa NoYTOBbIX CEPBEPOB
0T BPEAOHOCHbIX MPOrpamMmm

¢ 30 dEeKTMBHAs 3alMTa OT cnama

aHTUBMPYCHAA 3aluTa B pexnMme

peanbHoro BpeMeHu

* NPOBEPKA NOYTOBbIX COOOLLEHNI M 63 AaHHBIX

no pacnucaHuio

06pab0oTKa Co006LeHNI, 6a3 aHHbIX U ApYruX

00beKTOB Ha cepaepax Lotus® Domino®

* NpOBEpKa BCex coobLeHuii Ha cepeepe Microsoft®

Exchange, B TOM uncie B 06LMX Nankax

macwrabupyemocTb

AAMWUHUCTPUPOBAHUE

* YAOOHbIE MHCTPYMEHTBI YCTAHOBKM, YNPaBAeH!s
1 06HOBNEHNA
* CUCTeMa yBELOMIEHHI 0 paboTe NPUIOKEHNS

NPOCTOW M yL06HBIA MeXaHW3M 06HOBAEHMS
aHTUBMPYCHbIX U aHTMCNaM-6a3

cucTema pasaeneHns npaB aAMUHUCTPATOPOB
ceptudukat VMware Ready

3alyuTa NoYTOBLIX cepBepoB Sendmail, Qmail,
Postfix n Exim

NOAAEPKKA KNacTEPHbIX KOHPUIrypaLnii ans
Microsoft® Exchange Server 2007 1 noaaepka
DAG ans Microsoft® Exchange Server 2010
GunbTpaLmMsa Co0OLLIEHNIA B 3aBUCUMOCTH

0T TUMNOB BJIOXEHUM

KapaHTUMHHOE XpaHunuLe

Q1S NOA03PUTENbHBIX 00BEKTOB

pe3epBHOE KOMMPOBaHME COOOLLEHNI

nepea ux NeveHnem / yaaneHuem

UCKJIIOYEHNE NOBTOPHbIX MPOBEPOK COO0O6LLEHUN

rMGKas CUCTEMa HAaCTPOEK NPOBEPKH
1 PEarupoBaHNUsa Ha MHLWAEHTHI
CUCTEMA OTYETOB O COCTOSIHWM 3aLLMUThI

NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MpunoxeHus

Kaspersky Security ana Microsoft® Exchange Servers
AHTMBMpPYC Kacnepckoro ana Lotus® Domino®

Kaspersky Security ans Microsoft® Exchange Server 2003
AHTuBMpyc Kacnepckoro ang Linux Mail Server
Kaspersky Mail Gateway

Kaspersky Anti-Spam

Kaspersky Administration Kit

**MoNHble cMCTEMHble Tpe6oBaHNA
CM. Ha caiite www.kaspersky.ru

MNMopgnepuBaemble nnatdopmbl /
OC/ MpunoxeHns™

Microsoft® Exchange Servers,
IBM® Lotus® Notes®/Domino®,
Linux, Sendmail, Qmail,
Postfix, Exim

Microsoft® Windows®
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AN UHTepPpHeT-lW/11I0o30B

iy

PeweHue Kaspersky Security ans UHTEpHeT-LL/II030B 06ecneyMBaeT BCEM
nosib3oBaTensiM KopnopaTuBHOM CETU 6Ge30MacHbIA JOCTYN B UHTEPHET.

NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MNopaepuBaemble nnatdopmbl /

Kaspersky Security OCOBEHHOCTHU MpunoxxeHus 0C/ MpHnomeHns’™

ONA UHTEPHEeT-LLNI030B
nopaepxuBaet Bce
OCHOBHbl€ BEpPCUU

* 3awmta cepsepa Microsoft® Forefront® TMG
* lIMPOKME BO3SMOKHOCTM HACTPOEK
W yNpaBaeHUs NOAUTUKAMH

3aluTa noYTOBOro TpaduKa, NPOXoAAlLEro
no npotokosnam POP3 n SMTP
nposepka HTTP- u FTP-Tpaduka, noctynaiowero

Microsoft® ISA Server, Microsoft®
Forefront® TMG Standard Edition,

AntuBmpyc Kacnepckoro ans Microsoft® ISA Server
un Forefront® TMG Standard Edition

CETEeBbIX IKPAHOB. . i .
BpeaoHocHble . m?;iz;a:rp gaggiﬂl"n”pe:n”o“mew g . :;:;g:::sgzaz::‘;::ep:”eﬁpb' AntuBmpyc Kacnepckoro ans Microsoft® ISA Server Enterprise Edition Squid Proxy Server, .

¥ NOTEHLUANbHO (ans Microsoft® ISA Server v Forefront® TMG) « cepTudmkat VMware Ready AHTMBMpYyC Kacnepckoro ana Proxy Server Blue Coat SG (Security Gateway),
onacHble NnporpaMmbl AHTMBMpYC Kacnepckoro gng Check Point FireWall-1 Cisco® Content Engine
adBTOMATU4YECKHU

YAANATCA U3 NOTOKA
AaHHbIX, NnepegaBaembix
no npotokonam HTTP,
HTTPS, FTP, POP3

1 SMTP. TexHonoruu
ONTUMU3ALUM

pa6oTbl NPUNOKEHUN,
macLTabupyemoctb

1 NOAJepKKa
COBPEMEHHbIX
annapartHbIX niathopm
no3BOASAOT UCNOJIb30BATDb
NPOAYKT B KPYNHbIX
OpraHu3aumsx ¢ 60/bLnMM
06bemMOM TpaduKa.

*®YHKUMOHANbHbIE BO3MOXHOCTU NPOAYKTa
3aBMCAT OT HaGoPa UCMONb3YEMbIX
KOMMOHEHTOB. MoApo6HOe onucaHue
KaMa0ro KOMMOHEHTa CM. Ha caiiTe
www.kaspersky.ru

®OYHKUUN*

* NpoBepKa TpaduKa, NPOXoASALIEr0 N0 NPOTOKONAM
HTTP, HTTPS, FTP, POP3 1 SMTP, B pexume
peasibHor0 BPpeMeHH

* KOMMJ/IEKCHAs 3alnTa OT BCEX TUMOB

BPE/OHOCHbIX TPOrpamm

BbIAB/IEHNE NOTEHLWANbHO OMACHbIX POrpamm

AOAMUHUCTPUPOBAHUE

* yao6Hble MHCTPYMEHTbI YCTAHOBKM, yNpaBieH!s
1 06HOBNEHMA
* rnbKas cucTeMa HaCTPOEK NPOBEPKH

noAAePKKa NPOKCK-cepBepoB Squid,
Blue Coat, Cisco®

pe3epBHOE KOMMPOBAHME AaHHbIX
pacnpeaeneHue HarpysKku Mexay
npoueccopamu cepeepa
maclTabupyemocTb

cUCTEMA OTYETOB M ONOBELLEHUH
0 COCTOAHMM 3allnTbI

**MoNHble cMCTEMHble Tpe6oBaHNA
CM. Ha caiite www.kaspersky.ru
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SALLMTA
CUCTEM XPAHEHKA
JAHHbIX

Cuctembl XpaHeHUst
AaHHbIX NPELOCTaBAAIOT
COTPYAHWKAM OpraHu3aLmm
n6oro maciutaba
YAOGHbIV 1 GbICTPbIN
COBMECTHbIi focTyn

K MHbOpMaLmm Yepes
KOPNOpPaTUBHYIO CETb.
0OAaHaKo B He3alMLLEHHON
KopnopaTMBHOM CETU
BOCTYN K COBMECTHO
1cnonb3yembiM paitnam
MOET NPUBECTH

K HeraTuBHbIM
nocneacTBuaM.
EQuHCTBEHHbIN
3apaMKeHHbIN 00BbEKT

M3 CEeTeBOro XpaHWIULLa
Cnoco6eH MHPULMPOBATL
60/1bLUIOE YMCNO
KOMMbIOTEPOB U HAHECTU
3HAYMTENbHbIN yLLepo
¢duHaHcam 1 penyTaumu
KomnaHuu. Moatomy
ceTeBble CUCTEMbI
XPaHeHMs JaHHbIX
0C06€eHHO Hy¥paKTCA

B NOHOLLEHHOW 3aLyuTe.

AHTUBUpPYC KacnepcKoro
ANnAd CUCTEM XPaHEHUA AaHHbIX

AHTUBMpYC KacnepcKoro aAns cMcTeM XpaHeHUs AaHHbIX 3almilaeT
ceTeBble CUCTEMbI XpaHeHUs AaHHbiXx cemencTBa EMC Celerra oT Bcex
BUAOB BPEAOHOCHbIX MPOrpamMmm.

AHTMBMPYC KacnepcKoro Ans CUCTEM XpaHEHWs laHHbIX NOJAHOCTbI0 COBMECTUM C JIMHENKON pelleHuni
EMC Celerra, o6ecneunBas Ans HUX BbicOYaNILKMIA YPpOBEHb 6€30NacHOCTH. MPOAYKT HAXOAWUT U yaanseT
BCE BW/bl BPEOHOCHbLIX NPOrpaMm 13 dainoB 1 apxnBOB, XpaHaumxcsa B cuctemax Celerra. lpoBepka
OCYILECTBNISETCS B PEXUME PeasbHOro BpeMeHu npu 3anncu uam MoanduKalumm 06bEKTOB, a Npu
Heo6Xx0aMMOCTH MOXET NPOBOAUTHLCA MO 3aNpocy aAMUHUCTPATOPA.

OYHKLUNN

* 3aluTa cucTem xpaHeHus AaHHblx EMC Celerra * NPOBEPKA KPUTUYECKMX 06nacTei CUCTEMbI

* nopaepxka Windows Server® 2008 R2 * OMNTUMaNbHOE UCM0Nb30BaHNE PeCYPCOoB

* NOAAEPKKA CUCTEM MEPAPXMYECKOTO YNpaBieHus * MacwrtabupyemocTb
3anoMuHalolLMmK yetpoiicteamu (HSM) * KapaHTMHHOE XpaHuauiLe

* paclMpeHHas NpoaKTUBHas 3allnTa OT HOBbIX AN N0A03PUTENbHBIX 06BEKTOB
BPEAOHOCHBIX NPOrpaMm * pe3epBHOE KONMPOBAHME AaHHbIX

° aHTMBMPYCHAas 3aliuTa B pexume nepej ux neveHnem / yaaneHuem

peasibHoro BpeMeHH
NpoBepKa hainoBbIX XpaHWNLL N0 PACIUCAHUIO

ceptudurat VMware Ready

AAMWUHUCTPUPOBAHHUE

* ||eHTPaAM30BaHHasn yCTaHOBKaA, ynpaBieHue
1 06HOBNEHNE

° CUCTEMa yBEAOMEHUH 0 paboTe NPUIOKEHNS

® CMCTEMA OTYETOB O COCTOSHWM 3aLMTbI

NMPUNTOXKEHNA B COCTABE NMPOAYKTA

MNMopnepnuBaemble
Mpunoxerus nnatdpopmsl / OC*
AHTMBMPYC KacnepcKoro aAns CUCTEM XPaHEHUS JaHHbIX Windows Server®
Kaspersky Administration Kit Microsoft® Windows®

*M10/IHblE CUCTEMHBIE TPEGOBAHHS » V.Q
i O
CM. Ha caiTe www.kaspersky.ru A =



yCnyru

MO 3ALUUTE
KOPMOPATUBHOW CETH
OT UHTEPHET-YIPO3

B cepsucax Kaspersky
Hosted Security
NPUMEHAOTCA GUABTPDI
Ha 0CHOBe «061a4HbIX»
TEXHONOMUM ANSA 3aLUTbI
KOpnopaTUBHOM
3/IEKTPOHHOM NOYTbI

1 Be6-TpadmKa oT cnam-
paccblioK, BPEAOHOCHbIX
nporpaMm 1 Lpyroro
HexenaTenbHoro
KOHTEHTA, KOTOPbIV
dunbTpyeTcs ewe

A0 ero nonagaHus

B KOPNOpaTMBHYI0

ceTb. CepBuChbI
Kaspersky Hosted
Security - Hosted Email
Security n Hosted Web
Security - onepaTtnMBHO
noaKnyatoTes

U B peXnMme peanbHoro
BPEMEHMU 3aLyuLiaoT
COTPYOHMKOB,
pa6oTarLimx KakK

B opuce, TaK U yaaneHHo.

Kaspersky
Hosted Security

Kaspersky Hosted Security — aTo cepBuchl, Aalowme Nnoib3oBaTeNnsam
BO3MOXHOCTb 6€30MNacHO U NPOAYKTUBHO paboTaTb C 3/IEKTPOHHOM1
NOYTON U UHTEPHETOM.

KNHOYEBBIE NPEMMYLLECTBA

CepBucobl Kaspersky Hosted Security ngeanbHo nogxoaart AN KOMNaHUK, KOTOpble:

YAYYLWEHHAs 3alLuTa C UCMNOTb30BAHUEM «06AaYHbIX» TEXHONOTMUI
HWU3Kas COBOKYyNHas CTOMMOCTb BNajeHus

OTCYTCTBME JOMOJHUTENbHBIX 3aTPAT NPW UCNONb30BaHNK
OTCYTCTBME KanWTaNOBAOKEHWUI B YCTAHOBKY CUCTEM 3alLUTbI
NPOrHO3MpPyeMOCTb 3aTpat

NPOCTOTa pa3BepTbiBaHNUA U yNpaBieHNs

3alluTa yaaneHHbIX U MOOUIbHBIX NOAb30BaTENEN

3O HEKTUBHOE NPUMEHEHME NOANTHK

noApo6Has cMcTeMa 0THETOB

obecneyeHne HenpepbIBHOCTM 6U3HEC-NPOLIECCOB

Hy®AaTCs B 3QGEKTUBHOM 1 HAZEXHOM 3aliMTe KOpNopaTUBHON MHGOPMALMOHHON
MHGPACTPYKTYpbl OT BCEX BULOB NOYTOBbIX U UHTEPHET-YTPO3

HamepeHbl UCNob30BaTb MHOTOYPOBHEBYIO CTPaTErnio 6€30MacHOCTH, KOTopas npeaycMaTpuBaeT
GUNbTPALIMIO BPEJOHOCHOIO KOHTEHTA C MOMOLLbIO «061a4HbIX» TEXHONOTUI B 1ONONHEHME K 3aluTe
OTAE/bHbIX Y3N10B KOPNOPATUBHOM CETH

06€eCnOKOEHbl PacXofamMu Ha TeKylee 06CyK1BaHKWE CBOMX CUCTEM MHDOPMaLMOHHOM 6e30nacHOCTH
npeanoYMTaoT UCNONb30BaTh CBOM OrpaHnyeHHble MT-pecypcbl 4N peleHns 0CHOBHbIX 6U3Hec-3aaau
06€CMNOKOEHbI YPOBHEM COBPEMEHHBIX MHHOPMALIMOHHBIX YTPO3 1 COMHEBAIOTCS B CBOEWM
CMOCOGHOCTU CaMOCTOATE/IbHO CNPAaBUTLCA CO BCe 60J1ee U3O0LWPEHHLIMU KnbepaTaKamm

ObICTPO Pa3BMBAIOTCA M HYXKAAKTCA B IErKO MacwTabupyeMon cucteme 6€30NacHOCTH

MMEI0T 0OUCHI B Pa3HbIX PEFMOHAX MK 60MbLIOE YUCI0 MOBMIbHBIX COTPYAHWUKOB

CEPBUCbI

Kaspersky Hosted Email Security

Cepsuc o6ecneynsaet 6ecnepe6oiHy0 IGHEeKTUBHYIO 3alLUTY KOMNAHWI OT YXe CYLWECTBYIOLWNX U OKa HEU3BECTHbIX MOYTOBLIX YIPO3,
OTpaxasn aTaku C MOMOLLbIO «061a4HbIX» TEXHONOTWiA. Pellenne HeMTpannu3yeT pasnunyHble yrposbl (B T.4. cnam, GULWIMHIOBbIE aTaku,
TPOSIHCKME U NPOYUE BPEAOHOCHbIE MPOrpaMmbl, KOMOMHUPOBAHHbIE aTakW U Ap.) 40 UX NONaZaHUs B KOPNOPaTUBHYIO CETb, U NPK 3TOM
OKa3blBaeT MMHUMaNbHOE BO3JENCTBME Ha PAabOTY KOMIMbIOTEPHBIX CUCTEM NPEANPUATUSA U KOHEYHDBIX N10J1b30BaTENEN.

CepBWuC N03BONSET:

06ecneynTb 3aluTy 0T Cnama U BPeAOHOCHbLIX MPOrpaMm, NepechiiaeMblx B MOYTOBbIX COOOLLEHUAX
rapaHTMpoBaTb HEMPEPbLIBHOCTb GU3HEC-NPOLECCOB B CyyYae c60eB B paboTe NOYTOBbIX CEPBEPOB
06€eCcneynTb 3aWmTy NOYTOBbIX CEPBEPOB OT NEPErPY3KM

npepotepawatb DHA (Directory Harvest Attacks) u DoS (Denial-of-Service) ataku

MPUMEHATb NONMTUKM 6€30MaCHOCTM ANS 3NEKTPOHHOM NOYTI, UCNONb3YA GUIBTPALMIO BNOKEHWI

Kaspersky Hosted Web Security

bnarogaps couyetaHuio NPOBEPKKM UHTEPHET-TpaduKa U dunbTpaLmmn Beb-KOHTEHTa B 04HOM cepBuce, Kaspersky Hosted Web Security
06ecneynBaeT HaleKHYI0 3aWMTy KOPNOPATUBHOM CETH OT TAKMX MHTEPHET-YrPO3, KaK BPEAOHOCHbIE U WINMMOHCKWE NporpaMmbl. lloMUmMo
3T0r0, MOHWUTOPUHT U GUALTPALLMA HEKENATENbHOI0 BXOASALULETO M UCXOASAWEr0 TpaduKa B COYETAHUM C NOUTUKAMMU UCNO/b30BaHNS
MHTEPHET-PECYpPCOB NOMOrakT co3AaTh AN COTPYAHMKOB KOMNaHWUK 6onee 6e30nacHyo 1 aGpdeKTUBHYO paboyyto cpeay.

CepBuC NO3BONSAET:

06€CneynTb 3alnTy OT HEXENaTeNIbHOr0 UK 0NacHOro Be6-KOHTEHTA

NOBbLICUTb TPOM3BOANUTENLHOCTb TPYAA 33 CYET IGGEKTUBHOM NOJUTUKM UCTIONb30BAHNUS MHTEPHET-PECYPCOB

ONTUMU3NPOBATb CETEBbIE PECYPCI, COKPATUB HENPOAYKTMBHOE UCMNO/Ib30BaHNE UHTEPHET-KaHaNoB
06ecneynTb 3almuTy yaaneHHbIX U MOOGUAbHbLIX COTPYAHUKOB
noJslyyaTb NoAPOGHbIE OTHETHI 0 paboTe cepauca

KASPER§KY#2
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